AWS State, Local, and Education
Learning Days

Salt Lake City, UT

© 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved

3:15pm - 4:15pm

level

Designing modern
applications in AWS

Unlock Serverless
Potential: Reduce
Costs, Boost
Scalability, and
Enhance Security
with Cloud-Native
Architectures.

AdWS Learning Days
7 State, Local, and Education



dWS

V

Designing modern applications in
AWS

Cade McClellan (he/him) Ekta Vasa (she/her)
Solutions Architect Senior Solutions Architect
Amazon Web Services Amazon Web Services
cademc@amazon.com ekvasa@amazon.com

dWS Learning Days

© 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved. ) ;7 State, Loca[, and Education



Voice of the
Customer
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« What's your biggest challenge when modernizing
legacy applications?

« What keeps you up at night about your current
application architecture?

 How many of you have experience with
Infrastructure as Code?



Architecting on AWS is different

Legacy Modern (AWS)

Modular (microservices, event, SOA)

Monolith (app + DB tightly coupled) architectures

Vertical scaling (big VMs) Automated scaling

One language/stack Polyglot, fit-for-purpose technology
Manual deployments Automated pipelines (CI/CD)

Fragile updates Independent service delivery

Managed services, focus on delivery business

Owned infrastructure
value
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Architecting on AWS is different

« It's not just about stringing together services, but about building scalable,
elastic, resilient, secure, reliable and cost-efficient solutions using managed
cloud-native services

« Emphasis on composable architectures of distributed, modular & reusable
components; generally, service-oriented

 Infrastructure-as-code: infrastructure as cattle, not pets

- Expanded integration and orchestration pathways (asynchronous, event-driven,
“everything-as-an-API" decoupling)
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Principles of Modern Cloud System Architecture

&

Require auto-scaling Use purpose-built Govern architecture Ensure performance
and load balancing services across the enterprise and skill alignment

Build flexibly for the future with
loosely coupled services and
component-based architecture
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Offer seamless Decouple Work backwards from Leverage automation
storage functionality infrastructure & business needs and containers
experience
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Principles of Modern Cloud System Architecture

Require scalable public
and worker interfaces

Deliver holistically with user-
centered design, accessibility,
and reusable components

Use seamless data
to make decisions

aws
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Segment and
personalize
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Decouple data
and channels
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Develop a unified
design approach

Work backwards
from user needs

Ensure performance
and skill alignment
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Leverage reusable
components




What is the AWS Well-Architected Framework?

O

Design principles Questions Best Practices
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Pillars of the AWS Well-Architected Framework

e

Operational Performance

Excellence Security Reliability Efficiency Optimization [ Sustainability




AWS
Architecture
Center

. Library of content including https://aws. ' ecture

aws AboutAWS ContactUs Support ~  English ~ My Account v/ Sign In to the Console e
N1

Amazon Q Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Customer Enablement Events Explore More Q

« Patterns

° Refe rence A rc h it e ct ures AWS Architecture Center Technology Categories v Video Series +  AWS Well-Architected  Libraries v More Resources

From beginners to experts, we've got digital training courses to fit every skill level. Explore AWS Skill Builder »

« Guidance

AWS Architecture Center

e SOlUtionS, and more Reference architecture examples and diagrams

- Links and other resources for
architecting on AWS

- Video Series like ‘This is My Get Started Architecting on AWS

Architecture’ and 'How to Build 2

Explore architecture foundations Stay up to date re:lnvent 2024

.
] . - .

Th'S AWS Well-Architected Establishing Your Cloud Overview of AWS

Foundation on AWS
AWS Well-Architected provides a framework to help This guided path approach helps you build and evolve Explore this helpful resource outlining every AWS
. .
Y A h t t B t P t cloud architects build secure, high-performing, resilient, your AWS Cloud er 1t based on a ¢ service at-hand to help you pick the right service for
rc I e C u re e S ra c I c e S and efficient architectures. set of definitions, scenarios, guidance, and automations. your architecture.
Explore the Framework Learn more Read the whitepaper
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Let’s get out the chalk
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raditional vs Modern

Modern Distributed

Microservices Data Layer

Inventory Service Documents

API Layel

Users API| Gateway Order Service User Data

User Service

Traditional 3-Tier

HH*}@

Users Web Server App Server Database

Traditional vs Modern Architecture

aws
~—

© 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Modern Web App

User Auth

Serverless Compute

Static Assets
(HTML, CSS, JS)

Auth Function (\\

Global Users CloudFront CDN

AP| Gateway Monitoring
f> Data Storage
User Service ?
User & Order Data
e

e
Order Service

File Storage

Modern Web Application - Step by Step Build

adWs
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Generative Al RAG Architecture

-
Context API
G t R
enerate esponse Gateway

Query Bedrock Ask
Processor LLM Question

—> Bedrock OpenSearch
Embeddings Vector Store

A S

o

Upload Document Document
Documents Repository Processor .
Monitoring
RAG Architecture - Landscape
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Event-driven processing

Document written Rule evaluated and sends event
I% to S3 Event sent , _g to Step Functions for handling
Document

Amazon Simple Storage Amazon EventBridge
Service (Amazon S3)

\ 4

AWS Step Functions workflow
)
~—
)
—
Step Function workflow orchestrates steps for transforming and Step Function step places event
processing records including conditional handling data into an SQS queue

adWs
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Lambda function
Monitors queue and
processes events

Additional
Service

Lambda function
leverages services,
databases or APIs as
needed to process events

Amazon Simple Queue
Service (Amazon SQS)

W

AWS Lambda
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Th a n k yo u ° for this session

Cade McClellan (he/him)

Solutions Architect
Amazon Web Services
cademc@amazon.com

Ekta Vasa (she/her)

Senior Solutions Architect Track: Cloud Fundamentals
Amazon Web Services Session: Designing modern applications in AWS
lekvasa@amazon.com
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Security Architecture

A 88

Users WAF CloudFront API| Gateway
Firewall DDoS Protection Rate Limiting

Cognito
Auth

/)

Lambda
Functions

»
>

—>
?j GuardDuty
—>
KMS
Encr;llptlon Secure Storage
E—
IAM DynamoDB
Roles Encrypted
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Security Layers

CloudTrail
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Synchronous vs Event Driven
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Synchronous - Problems Event-Driven - Solution
User User
1. Request 6. Response 1. Request 2. Immediate Response
Service A Service A
2. Waits|for B 5. Response . Publish Event
Service B EventBridge
3. Waits ffor C 4. Response 4. Pr{cess When Ready 5. Process When Ready
Service C Service B Service C

Event-Driven vs Synchronous
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Chalk #8 E
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Upload
Document
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Document
Storage

vent Driven Document

Processing

Failures
Text Processed
Extraction Documents

Sentiment Dead Letter
» Analysis Queue
‘ Faillires |/

EventBridge Step Functions
Workflow
Document Results
Classification Database
&

Notification
Event-Driven Document Processing
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Chalk #6 Loose Coupl
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Tight Coupling - Problems Loose Coupling - Solution

1

User Service
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API| Gateway
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Inventory Service User Service Order Service Inventory Service
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: Direct DB Access ns Data ns Data ns Data
\J

User DB Order DB Inventory DB

Loose Coupling - Before and After
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Highly Available 3-Tier Application

£

N4

{0}y

<N\

AWS WAF

Users

aws
~—

:.

Amazon
CloudFront

Virtual private cloud (VPC)

. | Availability zone1
| T T 4
1 ] . | 1 . 1 .
Public subnet Private subnet Private subnet
| (2] | | : |
| | I I rERNT g | K _ 7
< l . a " < 1 >

: : ‘ : G
1 1 1 LLBLBLEI
! . : ' Instance || Multi-AZ DB
|______: __________ L e e - :__________L ______________________

| ! | I

I : 1 Auto Scaling : SO0

1

L group I
. ! Application Load : RN —>
o Balancer 1 T : ﬁ

| : | \HA File System

: | I :
reF-—=-7=-=—==-==-==- =+ ————— i el He e e e e e e e s e e s e --

|
| | Availability Zone 2 | :
1 T ! T 4
1 | . | | . 1 i
Public subnet Private subnet Private subnet
: : : : 1100l :
] 1 1 | o - | K A
<& | a » i 1 >

: 5 ‘ | B '
1 " | TTTTT
! . : ' Instance | Multi-AZ DB
1

A

A

Synchronous
Replication

© 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved.

23



Serverless Web/Mobile Application with APlIs
AWS Cloud

Authentication S Serverless, NoSQL
service > database

Amazon Cognito Amazon DynamoDB

88;3 >

Mobile Users

——
_

Mobile App

GraphQL APIs
For data

operations AWS AppSync

Additional
Service

n

REST/HTTP APIs

Amazon AP| Gateway AWS Lambda
Additional
8 Q Static resources Additional Service
8—' > @ (html, js, css, Service
images, etc.)
Web A
Web Users PP Amazon Simple Storage Additional services as needed. E.g.,
Service (Amazon S3) messaging, chat, translation, Al, etc.
aWS © 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Orchestrated Asynchronous Processing
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Start

Account A

Y
Map: JSON Payload

| '. 3} ProcessData

{} Item source: JSON Payload
. Y
m Bedrock: InvokeModel

InvokeBedrockAPI

Y
Chowce state
ClassifyReview

T &

https:

Virtual private cloud (VPC)

Private subnet

//internal.api.com/

$ Body.output message content] 0] tect - $.Body.output mesage content(0) teat -, --D:‘:/J.i
we E m"tHndgr PutEvents ‘ HTTP Endpoint
&_% PublishToEventBridge 227 ) CallHTTPEndpoint

: ﬂ

Application Load
Balancer

s
O

AWS Fargate

Source: https://aws.amazon.com/blogs/compute/simplifying-private-api-integrations-with-amazon-eventbridge-and-aws-step-functions-2/
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Generative Al RAG Architecture

AWS Cloud
Region

Amazon Bedrock Amazon Bedrock

Titan Text Embedding V2 Claude 3
N

bedrock-rag-template @
------------------ N Amazon VPC

Amazon Bedrock
Amazon ECR endpoint
bedrock-rag-template

5@ - ®® B = °

aws
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Amazon S3 bucket
bedrock-rag-template

o

AWS KMS key
aws-sample/bedrock-rag-
template

Amazon Lambda
function
data-ingestion-processor

Amazon VPC
Amazon S3 endpoint

@

Amazon VPC
AWS Secrets Manager
endpoint

Amazon Aurora

Amazon SageMaker
notebook instance
aws-sample-bedrock-rag-
template

AWS Secrets Manager
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Source: https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/deploy-rag-use-case-on-aws.html
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